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1
Decision/action requested

SA3 is kindly requested to accept this pCR toTS 33.501.
2
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3
Rationale

In [2] an Editor’s Note was removed that said that it was FFS how the visited network can mandate a null-scheme for the generation of the SUCI without leaving the UE vulnerable to attack. The Editor’s Note was removed based on the introduction of the ‘visited network mandates null-scheme’ message. This pCR includes the corresponding procedure.

The procedure involves a number of messages starting from the AMF/SEAF that received the initial registration message, via the SIDF back to the UE. The actual contents of this message is detailed in S3-172364 [3] which introduces a new subclause in Annex C.

4
Detailed proposal

*** FIRST CHANGE ***
6.8.X
Procedure for requesting SUPI attach

The procedure for requesting SUPI attach is for those cases where a UE performs an initial attach to a network that requires the "null-scheme" for generating the SUCI from the SUPI. The procedure is initiated when an AMF in a serving network that mandates the usage of the "null-scheme" for generating the SUCI receives a Registration Request message of the type "initial registration" from the UE that contains a SUCI not generated with the "null-scheme". The steps are as follows:

Step 1: The SEAF shall send a "null-scheme mandated" containing SUCI and the serving network name to the AUSF.
Step 2: The AUSF shall verify that the serving network is entitled to use the serving network name and if so, forward the "null-scheme mandated" message to the SIDF,

Step 3: The SIDF shall generate a "visited network mandates null-scheme" message according to Normative Annex C.X
 and send it to the AUSF.
Step 4: The AUSF shall forward the message to the SEAF, which shall forward it to the UE.

Step 5: The UE shall verify that the "visited network mandates null-scheme" contains the SUCI used in the initial registration message, whether the serving network name is the same as the one it send the initial registration message to and shall verify that the message was signed using the home network raw private key.

If the message is successfully verified, the UE may either send an initial registration message with a concealed SUPI to another network or may send a new initial registration message with a unconcealed SUPI to the same network. The UE may not send a new initial registration message with a concealed SUPI to the same network.
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Figure 6.8.X-1: SUPI Attach Request Procedure
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�Introduced in companion contribution S3-172364





